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The increasingly desirable target of the mainframe

of all active code of enterprise data is
runs on the mainframe housed on the mainframe

Todayodés technol ogies have eliminated fAimainf
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—
Drivers for Data Security

Cyber attack

Organized crime

Corporate espionage
Government-sponsored attacks
Social engineering

External Threats

Sharp rise in external attacks on
sensitive data from non-traditional
sources

> > > > >

Administrative mistakes
Careless inside behavior
Internal breaches

Disgruntled employees actions
Mix of private / corporate data

Internal Threats
Ongoing risk of unintentional and
malicious insider behavior put

sensitive data at risk

> > > > >

>\

Com P liance Governmental regulations (GDPR, SOX)

Growing need to address a steadily Industry standards (PCI DSS)
increasing number of mandates A Local mandates

\>\

7 IBM Security



8

Mainframe customers are more vulnerable to security incidents

_ﬁAS W L sty xposcd |
Key concerns . . . .
oriented architectures, they are increasingly exposed

to malware. Web services on the mainframe have

% significantly impacted se
concerned with Meenu Gupta
privileged insiders President, Mittal Technologies. Inc.

% %
concerned with advanced concerned with web-
persistent threats enabled z/OS apps

yd

The solutione
%
of customers agree that deploying multiple layers of defense

provides the best mainframe protection

Source: IBM Webinar 2/6/2014, Security Intelligence Solutions for System z and the Enterprise
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Defense in Depth of DB2 IMS and VSAM Data

First Layer - Encryption (this forces only access to clear text data must be in
the form of an SQL statement) i Encrypt Data in memory

IBM Security Guardium Encryption Tool for DB2 and IMS Databases

Second Layer - Database Activity Monitoring (this ensures each SQL statement
Is inspected, audited, and subject to security policy control) i

IBM Security Guardium Database Activity Monitoring
Third Layer - Audit access to VSAM linear datasets i
IBM Security Guardium Datasets Activity Monitoring and zSecure Audit

Fourth Layer - Implement business need to know control for critical data (this
reduces abuse of privilege access) i

DB2 10 Row masking and Column filtering
Fifth Layer - Test data management and generation i
Optim TDM/ Data Privacy
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Increasing Insider Threat

Who represents an insider threat?
A An inadvertent actor

Who are the “bad guys”?

A A malicious employee

A A 3 party/partner with
access to sensitive data

(And falls into one of
the categories above)

Employees with privileged access to sensitive data carry
- the greatest risks!

Image Source: IBM X-Force Research 2016 Cyber
Security Intelligence Index
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Security challenges specific to the mainframe:

Mainframe security
administration is typically Pe )
a manual operation \——
and relies upon old

and poorly-documented scripts; highly-skilled
mainframe administration resources are limited
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Increasing complexity

Ensuring compliance

Compliance verification
Is @ manual task

with alerts coming

only AFTER a problem
has occurred,

if at all!

The mainframe is an integral

component of many large & %‘* % B
business services, making
managing security threats
extremely complex creating
a higher risk to the business

Lack of visibility

Mainframe processes,
procedures, and
reports are often
siloed from the rest

of the organization
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